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(Part I] circular [a]. 

Once again we direct your attention to the Insufficient 
secrecy In the work of the leaders and operational workers of 
the residencies* Sonw operational (roster* am being Initiated 
into affairs of the* residencies 'riitcJi have* no relation to the 
work which they are carrying out* course this is the result 
of talkativeness and the inevitable rnooonses of brotherly rela- 
tions which are maintained among our workers. It is necessary 
to all [fi q roups un recovered] but each individual qnaratLonal 
worker should know on the general work of^felja residency only what 
^ is necessary in order to carry ou£ the work on his ovn assignment* 

In the premises of the embassy, legation# consulate (in the 
studies and work rooms of the residents ) and in the private a- 

S artments, probably fitted with special [1 group unidentified], 
i sous signs nre being conducted on operational questions * There 
have even been cases of setting up in the work room a conference 
of all the workers of the residency for a collective discussion 
of Instructions of the [Cl center]. It is categorically forbid- 
den during instruction and generally in discussion , particularly 
within the promised , to use the real surnames of workers and pre- 
batlonsra [ STAShERY J , names of cities and countries. Officials 
and other objectives, All this should be encoded, 

[Part II] [1 group unracovared] considering the cases cited above It Is 
recommended instead of conversations aloud to exchange notes, 
which immediately after such a "secret conversation" [1 group 
unidentified] are destroyed, our workers must not at work and 
in private life {A groups unmeoverod] from other (1 group uni- 
dentified J apparatus and El group ymrecoverad] that it will in- 
evitably lead to disclosure* [1 group unrecovered] other (1 
group unrecovered] discussions In Russian about [5 groups unre 4 - 
covered] * 

[5 groups unrecoverable] 

violation of rulaa of secrecy we will take strict meaeurss* [1 
group unidentified] providing the nuoepisary secrecy in our work 
to a considerable extent dnn«ndis unco leaders of the resi- 
dencies thomnalvas , The residents should not flhare with their 
subordinates communications which thsy are not supposed to know 
for the work* 
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2 December 1943 



[Part I] Circular [a]. 

Once again we direct your attention to the insufficient secrecy in the 
work of leaders and operational workers of the residencies. Some 
operational workers are being initiated into affairs of the residencies 
which have no relation to the work which they are carrying out. Of 
course this is the result of talkativeness and the inevitable responses 
of brotherly relations which are maintained among our workers. It is 
necessary to all [6 groups unrecovered] but each individual operational 
worker should know on the general work of the residency only what is 
necessary in order to carry out the work on his own assignment. In the 
premises of the embassy, legation, consulate (in the studies and work 
room of the residents) and in the private apartments, probably fitted 
with special [1 group unidentified], discussions are being conducted on 
operational questions. There have even been cases of setting up in the 
work room a conference of all the workers of the residency for a 
collective discussion of instructions of the [C% center]. It is 
categorically forbidden during instruction and generally in discussion, 
particularly within the premises, to use the real surnames of workers 
and probationers [STAZhERY], names of cities and countries, officials 
and other objectives. All this should be encoded. 

[Part II] 

[1 group unrecovered] considering cases cited above it is 
recommended instead of conversation aloud to exchange notes, which 
immediately after such a "secret conversation" [1 group 
unrecoverable] are destroyed. Our workers must not at work and in 
private life [4 groups unrecovered] from other [1 group unrecovered] 
that it will inevitably lead to disclosure. [1 group unrecovered] other [1 




group unrecovered] discussions in Russian about [5 groups 
unrecovered]. 



[5 groups unrecoverable] 

violation of rules of secrecy we will take strict measures. [1 group 
unidentified] providing the necessary secrecy in our work to a 
considerable extent depends upon the leaders of the residencies 
themselves. The residents should not share with their subordinates 
communications which they are not supposed to know for the work. 

No. 677 



PETROV [i] 



Notes: [a] This message is known to have been sent also to HAVANA, 
MEXICO CITY, OTTAWA, SAN FRANCISCO, and NEW YORK. 

Comments: 

[i] PETROV: Unidentified MOSCOW signature. 
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